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LAWRENCE, Kan.--(BUSINESS WIRE)-- Cobalt Iron Inc., a leading provider of SaaS-based enterprise data protection,

today announced Isolated Vault Services™, a new enhancement available in the Cobalt Iron Compass® enterprise

SaaS backup platform. In a simple and unique way, Isolated Vault Services makes it possible to transition normal

backup operations into isolated vault recovery services. It is intended for companies needing to recover data in an

isolated vault or clean-room environment, typically as part of a declared disaster or cyber recovery operation. The

simplicity of switching normal backup operations to isolated vault recovery services is something not experienced

with other backup products.

With the ubiquity of cyber attacks, companies must continually improve their data resiliency and recovery posture.

A critical part of that task is ensuring data is recoverable and then validating the integrity of recovered data after a

disaster or cyber event. Data administrators need clean copies of data that they know have been and are isolated

from access by bad actors. To that end, they often establish an isolated clean room for purposes of recovering

systems, applications, and data.

Transitioning normal backup operations into isolated recovery services is challenging because backup

infrastructures and operations are based on accessibility and connectivity that are not allowed in a vaulted recovery

zone. In addition, typical backup environments have many vulnerabilities and are the target of cyber attacks

themselves, so there must be some level of con�dence that backup data and operations are sanitized before

introducing them into a clean-room recovery environment.

As a result, organizations struggle with establishing safe, isolated recovery zones, where production operations can

be restored from current backups that are accessible and validated.
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Cobalt Iron Compass is unique in that all backup data ingested into the platform is vaulted and immutable by

design, with no access available to the backup environment. Compass Isolated Vault Services extends these Zero

Access™ architectural advantages by allowing administrators to toggle Compass Accelerators — the physical, on-

premises devices that deliver the Compass SaaS platform — from normal backup operations into an isolated

recovery services mode. At that point, customers can use the Compass Accelerators to restore business data and

services inside of an isolated vault zone, completely disconnected from the internet. This vault service functionality

is available through the local Compass Accelerator menu services or through the Compass REST API for

orchestrated recovery.

Isolated Vault Services:

Facilitates clean room system, application, and data recoveries.

Allows any Compass Accelerator to operate in a completely network-isolated vault mode for safe recovery

from cyber events and disasters.

Enables automated recovery orchestration via Compass Isolated Vault Services REST API.

Provides Compass Accelerator menu or REST API-driven vault services to:

Stop, start, restore, and query data protection server instances.

Control, select, and connect Accelerator-protected data storage.

Perform Accelerator-protected client data operations, such as list clients, unlock clients, and change

client passwords.

Isolated Vault Services frees data administrators from cumbersome isolated recovery processes, such as

establishing a recovery infrastructure in the isolated vault zone, manually recon�guring backup and storage,

manually recovering backup data and operations into an isolated vault environment, and validating backup data to

ensure it was not infected prior to being made available in the isolated vault zone.

Isolated Vault Services is available today at no additional cost to Compass users.

“Disasters and cyber attacks can wreak havoc on even the most prepared businesses. We see organizations

struggle with restoring data and services in safe, isolated recovery environments,” said Richard Spurlock, Cobalt

Iron founder and CEO. “Compass Isolated Vault Services transforms the complexity of vaulted recovery zone

services into simple and dependable recovery activities for systems, applications, and enterprise data following

disaster or cyber events.”

About Cobalt Iron

Cobalt Iron was founded in 2013 to bring about fundamental changes in the world’s approach to secure data
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protection, and today the company’s Compass® is the world’s leading SaaS-based enterprise data protection

system. Through analytics and automation, Compass enables enterprises to transform and optimize legacy backup

solutions into a simple cloud-based architecture with built-in cybersecurity. Processing more than 8 million jobs a

month for customers in 44 countries, Compass delivers modern data protection for enterprise customers around

the world. www.cobaltiron.com

Product or service names mentioned herein are the trademarks of their respective owners.

Link to Word Doc: www.wallstcom.com/CobaltIron/231005-Cobalt_Iron-Isolated_Vault_Services.docx

Image: www.wallstcom.com/CobaltIron/CobaltIron_IsolatedVaultServices.png 

Cobalt Iron Advances Cyber Recovery With Isolated Vault Services

Agency Contact: 

Sunny Branson 
 

Wall Street Communications 
 

+1.801.326.9946 
 

Email: sunny@wallstcom.com 

Web: www.wallstcom.com

Cobalt Iron Contact: 

Mary Spurlock 
 

VP of Marketing 
 

+1.785.979.9461 
 

Email: maspurlock@cobaltiron.com 

Web: www.cobaltiron.com

Source: Cobalt Iron Inc.

3

https://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.cobaltiron.com&esheet=53578487&newsitemid=20231005490083&lan=en-US&anchor=www.cobaltiron.com&index=1&md5=643699c37f39a9ad2b6e63ecd67e5e0f
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.wallstcom.com%2FCobaltIron%2F231005-Cobalt_Iron-Isolated_Vault_Services.docx&esheet=53578487&newsitemid=20231005490083&lan=en-US&anchor=www.wallstcom.com%2FCobaltIron%2F231005-Cobalt_Iron-Isolated_Vault_Services.docx&index=2&md5=f05f4a6619918467e442167e37e9a05f
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.wallstcom.com%2FCobaltIron%2FCobaltIron_IsolatedVaultServices.png&esheet=53578487&newsitemid=20231005490083&lan=en-US&anchor=www.wallstcom.com%2FCobaltIron%2FCobaltIron_IsolatedVaultServices.png&index=3&md5=965c1e3d624b0c7741875b9a5dab36e9
mailto:sunny@wallstcom.com
https://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.wallstcom.com&esheet=53578487&newsitemid=20231005490083&lan=en-US&anchor=www.wallstcom.com&index=4&md5=4f8e9d995d84b76826cb61fbe1a53c0e
mailto:maspurlock@cobaltiron.com
https://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.cobaltiron.com&esheet=53578487&newsitemid=20231005490083&lan=en-US&anchor=www.cobaltiron.com&index=5&md5=597afb56efadf59ba755f4e5e956d63a

