
NEWS RELEASE

SolarWinds Commemorates Cybersecurity Awareness
Month by Highlighting Software Industry’s Secure by
Design Progress

10/9/2023

AUSTIN, Texas--(BUSINESS WIRE)-- SolarWinds (NYSE:SWI), a leading provider of simple, powerful, secure

observability and IT management software, commemorates Cybersecurity Awareness Month by highlighting the

software industry’s progress toward becoming more Secure By Design. Informed by years of experience from

industry-leading cybersecurity experts, the SolarWinds Secure by Design initiative is a gold-plated cybersecurity

approach to software build systems and processes that set a new standard in software supply chain security.

SolarWinds developed Secure By Design to address the evolving threat of highly sophisticated and unforeseeable

cyberattacks, including those by advanced nation-state threat actors. As a guiding principle for software security

and cyber resiliency, Secure By Design provides an e�ective and novel defense for thwarting advanced supply chain

cyber threats. With a focus on creating more secure environments, the SolarWinds Secure By Design guiding

principles were designed to make both the company and the software industry at large safer.

“Security is an ongoing journey with no �nish line but, as we re�ect on the past year, it's clear we’ve made great

progress on the journey towards a Secure by Design industry,” said Sudhakar Ramakrishna, CEO and President of

SolarWinds. “The increasing frequency and sophistication of cyber threats demand a collective response from the

cybersecurity community. It is our shared responsibility to come together, collaborate, and innovate to build a more

secure future for all.”

The past year has seen signi�cant advancement of the adoption and implementation of a more Secure By Design

approach, including new community approaches to support cyber resiliency, more secure software build systems,

improved information sharing about threats across the industry, and a stronger cyber workforce.
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Building Out a Community Approach to Support Cyber Resiliency

This year marks the 20th annual Cybersecurity Awareness Month, in which the President of the United States and

Congress dedicate time to work together with the public and private sectors to raise awareness about the

importance of cybersecurity. SolarWinds has continually called for transparent and open information sharing

across the industry and more robust public-private partnerships to combat increasingly sophisticated nation-state

cyberattacks.

SolarWinds recently hosted a panel discussion in Washington, D.C., highlighting several key ways to help the

industry stay secure. Ramakrishna was joined by Congressman Darrell Issa (R-CA), Congressman Raja

Krishnamoorthi (D-IL), and CISA Executive Assistant Director for Cybersecurity Eric Goldstein for a conversation on

why stronger public-private partnerships are needed to enhance the security of the nation’s cyberinfrastructure.

Additionally, SolarWinds will be in attendance at GovWare 2023, joined by more than ten thousand other

policymakers, tech innovators, and end-users. This year’s theme, "Fostering Trust Through Collaboration in the New

Digital Reality," aims to address the signi�cant link between digital trust and achieving success in today’s

cyberspace.

Developing A Resilient Build Environment with The Next-Generation Build System

The SolarWinds Next-Generation Build System, a key component of the company’s Secure By Design approach,

leverages a unique parallel build process where software is developed in multiple secure, duplicate, and ephemeral

environments. First unveiled by SolarWinds last year, the Next-Generation Build System was developed to make

supply chain attacks more di�cult to execute by prioritizing cybersecurity throughout the entire lifecycle

management process.

As SolarWinds recently announced, the Next-Generation Build System meets or exceeds the Secure Software

Development Framework (SSDF) updated last year by The National Institute of Standards and Technology (NIST®).

The build system’s alignment with SSDF and CISA’s Enduring Security Framework has been a continued driver

encouraging more organizations to become Secure By Design.

The SolarWinds Next-Generation Build System has received multiple industry recognitions this year, including the

CSO50 Award for IT Infrastructure Monitoring and Management, the BIG Innovation Fortress Cyber Security

Award and recognition from the Cloud Security Awards. Additionally, SolarWinds Chief Information Security O�cer

and VP of Security Tim Brown, who has spearheaded the ongoing development of the Next-Generation Build

System, was named CISO of the Year by the Globee® Cybersecurity Awards.
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Improving Security Through a Stronger Cyber Workforce

This year, the industry has prioritized growing the cybersecurity workforce, a critical mission as more than 3.4

million positions in the �eld remain un�lled. The White House recently unveiled a �rst-of-its-kind National Cyber

Workforce and Education Strategy to address both immediate and long-term cyber workforce needs. Alongside this

announcement, the U.S. National Science Foundation CyberCorps® Scholarship for Service program will provide

more than $24 million over the next four years to support the development of a stronger cybersecurity workforce.

SolarWinds has long advocated additional resources for skill and vocational training. The company has taken on a

leadership role in this regard, encouraging software companies to allocate the equivalent of one trained, full-time

employee to support CISA and foster information-sharing between companies and government agencies. This

collaboration across sectors is necessary to create uni�ed best practices and develop shared threat intelligence.

For more information on the SolarWinds Secure By Design initiative, please visit:

https://www.solarwinds.com/trust-center

Connect with SolarWinds

THWACK ®

Twitter ®

Facebook ®

LinkedIn ®

#SWI 
 

#SWIproducts 
 

#SWIcorporate

About SolarWinds

SolarWinds (NYSE:SWI) is a leading provider of simple, powerful, secure observability and IT management software

built to enable customers to accelerate their digital transformation. Our solutions provide organizations worldwide

—regardless of type, size, or complexity—with a comprehensive and uni�ed view of today’s modern, distributed,

and hybrid network environments. We continuously engage with IT service and operations professionals, DevOps

and SecOps professionals, and database administrators (DBAs) to understand the challenges they face in

maintaining high-performing and highly available hybrid IT infrastructures, applications, and environments. The

insights we gain from them, in places like our THWACK community, allow us to address customers’ needs now and

in the future. Our focus on the user and our commitment to excellence in end-to-end hybrid IT management have
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established SolarWinds as a worldwide leader in solutions for observability, IT service management, application

performance, and database management. Learn more today at www.solarwinds.com.

The SolarWinds, SolarWinds & Design, Orion, and THWACK trademarks are the exclusive property of SolarWinds

Worldwide, LLC or its a�liates, are registered with the U.S. Patent and Trademark O�ce, and may be registered or

pending registration in other countries. All other SolarWinds trademarks, service marks, and logos may be common

law marks or are registered or pending registration. All other trademarks mentioned herein are used for

identi�cation purposes only and are trademarks of (and may be registered trademarks of) their respective

companies.

© 2023 SolarWinds Worldwide, LLC. All rights reserved.
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